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Curriculum Vitae:  Jeffrey Todd McDonald 
 

A.  Biographical Information 
 

A.1  Demographic 
 

J. Todd McDonald 
Professor of Computer Science 

School of Computing 
150 Jaguar Drive, Room 1121   
University of South Alabama 

Mobile, AL 36688 
 

Phone: 251-460-7555 
Email: jtmcdonald@southalabama.edu 

Web: http://soc.southalabama.edu/~mcdonald/  
 

A.2  Education 
 

Dec 2006 Ph.D., Computer Science, Florida State University, Tallahassee, FL 
 

Mar 2000 Master of Science in Engineering, Computer Engineering, Air Force Institute of 
Technology, WPAFB, OH 

 
Dec 1996 Masters of Business Administration, University of Phoenix, Nellis AFB 

Campus, NV.  
 
May 1990 Bachelor of Science, Computer Science, U.S. Air Force Academy, Colorado 

Springs, CO. 
 

A.3  Academic Appointments 
 
Aug 2006 Assistant Professor, Computer Science, Department of Electrical and Computer 

Alabama, Mobile, AL. 
 

A.4  Professional History 
 
Jan 2023 – Present Director, Center for Forensics, Information Technology, and Security 

mailto:jtmcdonald@southalabama.edu
http://soc.southalabama.edu/%7Emcdonald/
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May 2012 – Aug 2012 Visiting Faculty, U.S. Department of Energy Higher Education Research 

Experiences (HERE) Program, Oak Ridge National Laboratory (ORNL),  Oak 
Ridge, Tennessee.  Appointed to work research projects with the Computational 
Sciences and Engineering Division involving information assurance, anomaly 
detection, and security.  

 
Aug 2011 – Aug 2014 Associate Professor of Computer Science, School of Computing, Dedpt of 
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Mar 2001 – Jun 2002 Chief, Test Capability Analysis Branch, AFOTEC, Albuquerque, NM. 
Test manager conducting operational utility analysis of the Joint Modeling and 
Simulation System (JMASS)… led joint service evaluation of software system 
coordinating Army and Navy evaluation teams.  Led 5-person team that conducts 
trade-off analysis studies of test infrastructure capabilities (open air range assets, 
hardware-in-the-loop facilities, man/pilot-in-the-loop facilities, modeling and 
simulation systems) required for successful operational testing of major weapons 
systems (CV-22, F-22, Joint Strike Fighter, Space Based IR Systems, F-15, B-
1B). 

Aug 2000 – Dec 2002 Academic Instructor, Department of Computer and Information Science,  
National American University, Albuquerque/Rio Rancho Campus – Responsible 
for instructing Master’s level courses in programming, relational databases, 
operating systems, software engineering, and software design. 

 
Apr 2000 – Mar 2001 Chief, Software Plans Branch, AFOTEC, Albuquerque, NM. 

Performed software analysis on weapon systems in support of operational testing 
conducted by AFOTEC for C-130J, CV-22, and C-130 modernization programs.  
Conduct and execute methodologies that determine maintainability, reliability, 
code quality, maturity, and process (CMM) level implementation.  

 
Jul 1998 – Apr 2000 Masters Student
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B.  Scholarly Activities 
 

B.1 Teaching Activities 
 
B.1.a  Courses Taught (Enrollment numbers shown in parenthesis) 
 
University of South Alabama: 

CSC 434
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University of Phoenix: 
CSS 561   Programming Concepts    WI04 
POS 370   Principles of Programming   SU04, FA03, WI02, FA02, SU02 
MTH 208   College Mathematics I     SU04 
 

National American University: 
CI 4680   Advanced JAVA Programming    FA02 
CI 4520   Advanced C/C++ Programming   SP01 
CI 4070   SQL Server Administration    WI00 
CI 3680   JAVA Programming     SU02 
CI 3520   Programming in C/C++     SP01, WI00 
CI 2490   Structured Query Language    FA02 
CI 2350   Intro to UNIX     FA00 
CI 1420   Principles of Programming    WI02, SU02, FA02, SU01, WI00 
CI 1150   Introduction to CIS     SU01 

 
 

B.1.b  Course Development 
 
2016  CSC 490/590 Surreptitious Software – Developed a new course that is focused on software 

protection. The course comes with 24 hands-on lab assignments that utilize C, Java, and x86 
programming to reinforce key concepts of obfuscation, watermarking, and tamper-proofing.  

 
2015  CSC 440 Secure Software Engineering – Equipped a student lab with commercial tools and 

virtualized labs supported by an NSF infrastructure grant that provide course project, 
curriculum, and hands on learning activities.  

 
2014  CSC 331 Software Engineering
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architectural risk analysis, penetration testing, risk-based security tests, abuse cases, security 
requirements, and security operations.  Students will also learn common flaws that lead to 
exploitation and be able to identify and mitigate such errors in practice.  The course includes 
outside of class labs and exercises that 
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B.1.c  Evaluation of Teaching Proficiency (Representative Sampling) 
 

Term Course # 
Students 

Student Comments on 
Instructor Performance 

SP14 CSC-331 26 





June 14, 2023  9 

4. Baker High School, AP Computer Science Class, May 2014: Lectures on Object Oriented 
Programming Java 

5. Alabama School of Math and Science, AIMS Summer Camp, June 2013: Java Web Applications 
course 

6. Baker High School, AP Computer Science Class, May 2013: Lectures on Object Oriented 
Programming Java  

7. CFITS Field Trip Program, 2012-2014: Blender-3D  
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B.2  Research Activities 
 
B.2.a  Research Grants and Awards 

(Cumulative total exceeds $19 M in shared and collaborative funding. Grants awarded are from 
the Air Force Institute of Technology and University of South Alabama) 

 
1. T.R. Andel, J.T. McDonald, A.M. Clark, Dimitrios Damopoulos, “Renewal: Scholarship for Service 

in Information Assurance,” National Science Foundation, Award # DGE-2142948, Solicitation NSF 
21-580 CyberCorps® Scholarship for Service, submitted Sept 2021, funded 01 Jun 2022 – 31 May 
2027 ($3,320,319). 

2. L. Chronister, A. Yasinsac, J.T. McDonald (Principal), et al. Project Jaguar/Contract #140D0419-9-
0004, Department of Interior, funded Jan 2019 –  Dec 2021 ($7,171,606) 

3. William R. Mahoney+ and J.T. McDonald, “SaTC: CORE: Small: Collaborative: Evaluating 
Performance and Security of Executable Steganography for Surreptitious Programs”, National Science 
Foundation, Award # CNS-1811578, Solicitation NSF 17-576, Secure and Trustworthy Computing 
(SaTC Small), submitted Nov 2017, funded August 2018 (grand total $325,402, USA share $151,433). 

4. J.T. McDonald and T.R. Andel, “GenCyber-Cybersecurity and Information Assurance Camps,” 
National Security Agency, GenCyber Solicitation GEN-01-2017, submitted Nov 2016, funded March 
2017 ($57,870).   

5. Patrick H. Luckett, J. Todd McDonald, Lee M. Hively+, “Seizure Prediction and Detection Via 
Nonlinear Analysis,” INNOCENTIVE Challenge ID: 9933784 – Phase One, The SUDEP Institute 
Challenge: Developing Predictive Biomarkers of Epilepsy Seizures, submit (m)05 Tc 0.00 (i)-2.6 (ck)1-1. 
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14. J.T. McDonald, "External Storage for EEG Data Collection", USA Endowment- Innovative Hardware 
and Software Fund, funded April 2013 ($550). 

15. D. W. Repperger, J.T. McDonald, “Quantifying Cyberspace Situational Awareness, Performance, 
Vulnerability, and the Design of Optimal Cyber Attacks in Complex Networks,” AFOSR, Dr. Robert J. 
Bonneau, funded 2011 ($210,000). 

16. J.T. McDonald, Y. Kim, T. Andel, “Architectural Framework for Evaluating General, Efficient, and 
Measurable Program Protection,” AFOSR, AFIT#2009-299/2008-083, funded 2008-2010 ($90,000). 

17. J.T. McDonald, G. Peterson, P. Williams, “AFIT Support for AFRL Cybercraft Project”, AFOSR, 
AFIT#2009-311, funded 2009 ($150,000). 

18. G.L. Peterson, J.T. McDonald, R. F. Mills, S.H. Kurkowski, “CyberCraft Environment Modeling for 
C3,” AFRL/RIGA, funded 2009 ($220,000). 

19. Y.C. Kim, J.T. McDonald, L.A. Starman, R. Coutu “Anti-Tamper Methodology for Field 
Programmable Gate Arrays,” AFRL/RYT, funded 2009 ($100,000). 

20. J.T. McDonald, P.L. Williams, G.L. Peterson, K.J. Hopkinson, B.E. Mullins, “Cyber Defense 
Applications Using Polymorphic Dynamic Decoy Network Topology,” AFCYBER(P),  AFIT#2008-
128, funded 2008 ($50,000). 

21. Y.C. Kim, J.A. Fellows, L.A. Starman, J.T. McDonald, “Anti-Tamper Methodology for Field 
Programmable Gate Arrays,” AFRL/RYT, AFIT#2008-059, funded 2007-2008 ($75,000). 

22. R.A. Raines, R.O. Baldwin, and J.T. McDonald, “Technical, Teaching, and Research Support for the 
Software Protection Initiative and Center for Information Security Education and Research,” Air Force 
Research Laboratory, funded 2006-2008 ($432,000). 

23. Y.C. Kim, J. Petrosky, and J.A. Fellows, L.A. Starman, J.T. McDonald, “Characterization of DRAM 
in Nuclear Environment,” EWF ($100,000). 

24. J.T. McDonald, G. Peterson, P. Williams, “AFIT Support for AFRL 



June 14, 2023  12 

6. William R. Mahoney and J.T. McDonald, “SaTC: CORE: Small: Collaborative: Evaluating 
Performance and Security of Executable Steganography for Surreptitious Programs,” National Science 
Foundation, Solicitation NSF 14-588, Secure and Trustworthy Computing (SaTC Small), Grand Total 
($272,471), USA share $137,832, submitted Nov 2016. 

7. 
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22. J.T. McDonald, N. Stakhanova, and T.R. Andel, “II-NEW: Building a Capacity for Security-Focused 
Research,” National Science Foundation CISE Computing Research Infrastructure, Solicitation NSF 
11-536, Grand Total ($750,000), submitted: October 2012. 
 

23. S.J. Prowell, L. Hively, L. Pouchard, K. Testa, A. Snyder, B. Brown, E. Gunther, V. Zheglov, B. 
Barnett, D. Thanos, J.T. McDonald, “Robust Remote Cyber Event Detection", Cybersecurity for 
Energy Delivery Systems Research Call RC-CEDS-2012-012, Grand Total ($3,278,183), submitted: 
July 2012. 

24. J.T. McDonald, “A Semantic Framework for Circuit Obfuscation using Abstract Interpretation,” USA 
Faculty Development Council Grant Proposal, submitted December 2011. 

25. A. Lakhotia, J.T. McDonald, G.L. Peterson, M. Grimaila, R.F. Mills, B. Mullins, E. Trias, M. Doran, 
R. Guha, et al. “Cyber Situational Awareness”, Grand Total ($4,500,000) (AFIT: 45%), FY09: 
($1,500,000), FY10: ($1,500,000), FY11: (1,500,000). 

26. R. Guha, J.T. McDonald, G.L. Peterson, A. Lakhotia, et al. “Removing the Botnet Threat”, ARO BAA, 
Grand Total: ($6,765,000) (AFIT: 19.2%), FY09: ($1,335,000), FY10: ($1,345,000), FY11: 
(1,367,500). 
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B.2.b Research Publications  [*Indicates Student Author, +Indicates Outside Author] 
 

B.2.b.1 Journal Publications  
 

1. Imano Williams, Xiaohong Yuan, Mohd Anwar, and Todd McDonald, “An Automated Security 
Concerns Recommender Based on Use Case Specification Ontology”, Automated Software 
Engineering, vol. 29, no. 42, June 2022. DOI: 10.1007/s10515-022-00334-0. 

2. George Clark*, Todd R. Andel, J.T. McDonald, T. Johnsten, and T. Thomas, “Detection and 
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B.2.b.2 Book Chapter 
 

1. William S. Ashbee*, Lee M. Hively+, J. Todd McDonald (2014), “Nonlinear Epilepsy 
Forewarning by Support Vector Machines,” Chapter 3 in Epilepsy Topics, M.D. Holmes ed. 
(InTech publ., Croatia) 2014 (ISBN 978-953-51-1630-1).  Online: http://cdn.intechopen.com/ 
pdfs-wm/46250.pdf  

 
 

B.2.b.3 Editorials 
 

1. J. Todd McDonald, Sebastian Barden+, Natalia Stakhanova+, editors, Proceedings of the 9h 
Software Security, Protection, and Reverse Engineering Workshop (SSPREW-9),  December 9-
10, 2019, San Juan, Puerto Rico, ACM Publishing, ISBN: 978-1-4503-7746-1. 

2. J. Todd McDonald, Sebastian Barden+, Natalia Stakhanova+, editors, Proceedings of the 8h 
Software Security, Protection, and Reverse Engineering Workshop (SSPREW-8),  December 3-4, 
2018, San Juan, Puerto Rico, ACM Publishing, ISBN: 978-1-4503-6096-8. 

3. J. Todd McDonald, Natalia Stakhanova+, Mila Dalla Preda+, editors, Proceedings of the 7h 
Software Security, Protection, and Reverse Engineering Workshop (SSPREW-7),  December 4-5, 
2018, Orlando, FL, ACM Publishing, ISBN: 978-1-4503-4841-6. 

4. J. Todd McDonald, Todd R. Andel, Mikel D. Petty+, editors, Journal of Defense Modeling and 
Simulation: Applications, Methodology, Technology (JDMS), Special Issue on Cyber Modeling 
and Simulation
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12. Frederick T. Shelton+ and J. Todd McDonald, “Introduction to the special issue on cyber 
security and management,” No. 4,  Inf Syst E-Bus Manage (2012) 10: 429-431. doi: 
10.1007/s10257-012-0204-x Springer.  

13. J. Todd McDonald and Eric D. Trias, editors, Journal of Defense Modeling and Simulation: 
Applications, Methodology, Technology, Special Issue on Cyber Defense - Methodologies and 
Techniques for Evaluation, July 2012; 9 (3), pp. 193-194, Sage Publishers, doi: 
10.1177/1548512911425125 

 
B.2.b.4 Invited Papers 

 
1. J. Todd McDonald, “Side-Channel Based Detection of Malicious Software,” Dagstuhl Reports, 

No. 17281, Malware Analysis: From Large-Scale Data Triage to Targeted Attack Recognition. 
Schloss Dagstuhl, Germany,  September 2017. ISSN: 2192-5283. Published Online: 
http://drs.dagstuhl.de/?semnr=17281  

2. J. Todd McDonald, “Developing an extensible deobfuscation framework,” NII Shonan Meeting 
Report (ISSN 2186-7437), No.2015-4:  Low level code analysis and applications to computer 
security. Tokyo, Japan. Published online: Aug. 5, 2015. 

3. J. Todd McDonald and Todd R. Andel, “Program Partitioning and Polymorphic Functions: A 
Two-Pronged Approach for Program Protection Research,” unpublished, ARO Workshop on 
Continuously Upgradeable Software Security and Protection (SSP’14), Scottsdale, Arizona, 
November 7, 2014.  

4. J. Todd McDonald, “Capturing the Essence of Practical Obfuscation,” Proceedings of the 6th 
International Conference on Information Systems, Technology, and Management (ICISTM'12), 
Program Protection and Reverse Engineering Workshop (PPREW), (eds.) Dua, S. et al., pp. 451-
456, Springer. doi: 10.1007/978-3-642-29166-1_44. 

5. J. Todd McDonald, Bert Peterson, Dan Karrels*, Todd R. Andel, and Richard Raines, “Guarding 
the Cybercastle in 2020,” IANewsletter, vol. 11, no. 3, Fall 2008.  

 
B.2.b.5 Refereed Conference and Workshop Publications 

 
1. Mark Yampolskiy, Lynne Graves, Jacob Gatlin, Jeffrey McDonald, and Moti Young, “: Crypto-

Steganographic Validity for Additive Manufacturing (3D Printing) Design Files”, accepted, 25th 
Information Security Conference (ISC-2022), Bali, Indonesia, 18-22 December 2022. 

2. Jeffrey T. McDonald, Jennifer Parnell*, Todd R. Andel, Samuel H. Russ, “Effectiveness of 
Adversarial Component Recovery in Protected Netlist Circuit Designs”, Proceedings of the 19th 
International Conference on Security and Cryptography (SECRYPT 2022), Lisbon, Portugal, 11-
13 July 2022.  

3. J. Alex Mullins*, J. Todd McDonald, William R. Mahoney+, Todd R. Andel, “Evaluating 
Security of Executable Steganography for Digital Software Watermarking”, IEEE SoutheastCon 
2022, Mobile, AL, 31 March – 3 April, 2022.  

4. Reeve Cabral*, J. Todd McDonald, Lee M. Hively, Ryan G. Benton, “Profiling CPU Behavior 
for Detection of Android Ransomware”, IEEE SoutheastCon 2022, Mobile, AL, 31 March – 3 
April, 2022.  

5. Deepak Adhikari*, J. Todd McDonald, Todd R. Andel, Joseph D. Richardson, “Argon: A 
Toolbase for Evaluating Software Protection Techniques Against Symbolic Execution Attacks”, 
IEEE SoutheastCon 2022, Mobile, AL, 31 March – 3 April, 2022. 

6. Cordell Clay Davidson, Todd R. Andel, and Jeffrey Todd McDonald, “Looking at a Moving 
Target Defense of EthernetIP”, IEEE SoutheastCon 2022, Mobile, AL, 31 March – 3 April, 2022.  

http://drs.dagstuhl.de/?semnr=17281
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7. J. Todd McDonald, Rebecca C. Clark*, Lee M. Hively+, and Sam Russ, “Phase Space Power 
Analysis for PC-based Rootkit Detection”, ACM Southeast 2022, Jacksonville State University, 
AL, 31 March – 3 April, 2022. 

8. Tristen Mullins, Brandon Baggett, Todd R. Andel, and Jeffrey T. 
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21. Javaria Ahmad*, Zachary Lewis*, Prakash Duraisamy, Todd McDonald, “Parking Lot using 
MRCNN” Proceedings of 10th International Conference on Computing, Communication and 
Networking Technologies, Proc of IEEE, July 2019, IIT Kanpur, India 

22. Patrick Luckett+, Thomas Watts*, J. Todd McDonald, Lee Hively+, and Ryan Benton, “A Deep 
Learning Approach to Phase-Space Analysis for Seizure Detection”, Proceedings of the 10th ACM 
International Conference on Bioinformatics, Computational Biology and Health Informatics 
(ACM-BCB’19). ACM, New York, NY, USA. doi: 10.1145/3307339.3342131. 

23. Fernando Lorenzo*, Jeffrey McDonald, Todd R. Andel, William B. Glisson+, and Samuel Russ, 
“Evaluating Side Channel Resilience in iPhone 5c Unlock Scenarios”, Proceedings of the IEEE 
SoutheastCon 2019, April 11-14, 2019, Huntsville, AL, USA. 

24. William Mahoney+, Joseph Franco+, Greg Hoff*, and Jeffrey McDonald, “Leave It to Weaver”,  
Proceedings of the 8th Software Security, Protection, and Reverse Engineering Workshop, 
December 3-4, 2018, San Juan, Puerto Rico, USA. 

25. Daniel Miller*, Brad Glisson, J. Todd McDonald, and Mark Yampolskiy, “Investigating 3D 
Printer Residual Data”, Proceedings of 52nd Hawaii International Conference on System Sciences 
(HICSS-52), January 3-8, 2019, Grand Wailea Maui, HI, USA.  

26. Todd R Andel, Jeffrey Todd McDonald, Adam Brown+, Tyler Trigg+, Paul Carsten+, “Towards 
Protection Mechanisms for Secure and Efficient CAN Operation,” Proceedings of 37th IEEE 
International Conference on Consumer Electronics (ICCE), January 11-13, 2019, Las Vegas, NV, 
USA. 

27. Colby Parker*, J. Todd McDonald, Tom Johnsten, and Ryan Benton, “Android Malware 
Detection Using Step-Size Based Multi-
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35. Katherine Seale*, Jeffrey McDonald, William Glisson, Harold Pardue, and Michael Jacobs, 
“MedDevRisk: Risk Analysis Methodology for Networked Medical Devices”, Proceedings of the 
51st  Hawaii International Conference on System Sciences (HICSS-51), January 3-6, 2018, Hilton 
Waikoloa Village, HI, USA. doi: scholarspace.manoa.hawaii.edu:10125/50302 

36. C. Davidson*, Todd R. Andel,  Mark Yampolskiy, J. Todd McDonald, William B. Glisson, “On 
SCADA PLC and Fieldbus Cyber-Security”, Proceedings of the 13th International Conference on 
Cyber Warfare and Security (ICCWS-2018), Academic Conferences and Publishing International. 

37. . Todd McDonald, Ramya Manikyam*, William B. Glisson, Todd R. Andel, and Yuan X. Gu+, 
“Enhanced Operating System Protection to Support Digital Forensic Investigations”, Proceedings 
of the 16th IEEE International Conference on Trust, Security and Privacy in Computing and 
Communications (IEEE TrustCom-17), Sydney, Australia, August 1-4, 2017. doi: 
10.1109/Trustcom/BigDataSE/ICESS.2017.296 

38. Adam J. Brown*, Todd R. Andel, Jeffrey McDonald, and Mark Yampolskiy, “I Think I CAN”, 
Proceedings of the 12th International Conference on Cyber Warfare and Security - (ICCWS 2017), 
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47. Patrick Luckett*, J. Todd McDonald, Lee M. Hively+, “Seizure 
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60. Todd R. Andel and J. Todd McDonald, “A Systems Approach to Cyber Assurance Education,” in 
Proceedings of the Information Security Curriculum Development Conference (INFOSECCD 
2013), October 11-12, 2013, Kennesaw, GA, USA, ACM Publishing. doi: 10.145/ 
2528908.2528920 

61. Lee M. Hively+,  J. Todd McDonald,  Nancy Munro+, and Emily Cornelius+, “Forewarning of 
Epileptic Events from Scalp EEG,” in Proceedings of the ORNL Biomedical Science and 
Engineering Center Conference (BSEC 2013), May 21-23, 2013, Oak Ridge National Laboratory, 
pp. 1-4. doi: 10.1109/BSEC.2013.6618498 

62. Jarilyn M. Hernández*, Line Pouchard+, and J. Todd McDonald, “Developing a Power 
Measurement Framework for Cyber Defense,” in Proceedings of the 8th Cyber Security and 
Information Intelligence Workshop, January 2013, Oak Ridge National Laboratory, ACM 
Publishing. doi: 10.1145/2459976.2460008 

63. Lee M. Hively+ and J. Todd McDonald, “Theorem-Based, Data-Driven, Cyber Event Detection,” 
in Proceedings of the 8th Cyber Security and Information Intelligence Workshop, January 2013, 
Oak Ridge National Laboratory, ACM Publishing. doi: 10.1145/2459976.2460041 

64. J. Todd McDonald, Yong C. Kim, Daniel Koranek*, and James D. Parham*, “Evaluating 
Component Hiding Techniques in Circuit Topologies,” in Proceedings of the International 
Conference on Communications, Communication and Information Systems Security Symposium 
(ICC-CISS-2012), June 10-15, 2012, Ottawa, Canada, pp. 1138-1143. doi:  
10.1109/ICC.2012.6364542 

65. J. Todd McDonald and Yong C. Kim, “Examining Tradeoffs for Hardware-Based Intellectual 
Property Protection,” in Proceedings of the 7th International Conference on Information Warfare 
(ICIW-2012), March 22-23, 2012, University of Washington, Seattle, USA.  

66. J. Todd McDonald, Yong C. Kim, and Daniel Koranek*, “Deterministic Circuit Variation for 
Anti-Tamper Applications,” in Proceedings of the Cyber Security and Information Intelligence 
Research Workshop (CSIIRW ’11), October 12-14, 2011, Oak Ridge, TN, USA. doi: 
10.1145/2179298.2179376 

67. James D. Parham*, J. Todd McDonald, Michael R. Grimaila, and Yong C. Kim, “A Java based 
Component Identification Tool for Measuring the Strength of Circuit Protections,” in Proceedings 
of the of the Sixth Annual Workshop on Cyber Security and Information Intelligence Research, 
(eds.) Sheldon, F.T. et al., Apr. 21-23, 2010, Oak Ridge, Tennessee, USA. doi: 
10.1145/1852666.1852695 

68. Sherry B. Murphy*, J. Todd McDonald, and Robert F. Mills. “An Application of Deception in 
Cyberspace: Operating System Obfuscation,” in Proceedings of the 5th International Conference 
on Information Warfare and Security, 8-9 April 2010, The Air Force Institute of Technology, 
Wright-Patterson Air Force Base, Ohio, USA, pp. 241-250. Academic Publishing Limited, ISBN: 
1906638608 

69. J. Todd McDonald, Eric D. Trias, Yong C. Kim, and Michael R. Grimaila. “Using Logic-Based 
Reduction for Adversarial Component Recovery,” in Proceedings of the 25th ACM Symposium on 
Applied Computing, March 2010
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72. Hiren Patel*, Yong C. Kim, J. Todd McDonald, LaVern Starman. “Increasing Stability and 
Distinguishability of the Digital Fingerprint in FPGAs Through Inputword Analysis,” in 
Proceedings of the IEEE International Conference on Field Programmable Logic and Applications 
(FPL 09), Aug 31-Sep 2, 2009, Prague, Czech Republic, pp. 391-396. doi: 
10.1109/FPL.2009.5272253 

73. Roy Porter*, Samuel J. Stone*, Yong C. Kim, J. Todd McDonald, LaVern A. Starman. “Dynamic 
polymorphic reconfiguration for anti-tamper circuits,” in Proceedings of the IEEE International 
Conference on Field Programmable Logic and Applications (FPL 09), Aug 31-Sep 2, 2009, 
Prague, Czech Republic, pp. 493 – 497. doi: 10.1109/FPL.2009.5272469  

74. J. Todd McDonald, Eric D. Trias, and Alan C. Lin*. “Analyzing Functional Entropy of Software-
Based Intent Protection Schemes,” in Proceedings of the 4th International Conference on 
Information Warfare and Security, 26-27 March 2009, University of Cape Town, South Africa, pp. 
60-68. Academic Publishing Limited, ISBN: 978-1-906638-27-6 

75. James Crouch*, Hiren Patel*, Yong C Kim, J. Todd McDonald, Tony C. Kim. “Creating digital 
fingerprints on commercial field programmable gate arrays,” in 
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85. Alec Yasinsac and J. Todd McDonald, “Foundations for Security Aware Software Development 
Education,” in 
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9. Joel Dawson* and J. Todd McDonald, “Improving Penetration Testing Methodologies for 
Security-Based Risk Assessment”, abstract and presentation, Cybersecurity Symposium 2016 
(CYBERSEC-2016), April 19-20, 2016, Coeur d’Alene, Idaho, U.S.A 

10. Patrick Luckett*,  J. Todd McDonald, and Joel Dawson*, “Neural Network Analysis of System 
Call Timing for Rootkit Detection”, abstract and presentation, Cybersecurity Symposium 2016 
(CYBERSEC-2016), April 19-20, 2016, Coeur d’Alene, Idaho, U.S.A 

11. Lindsey N. Whitehurst*, Todd R. Andel, J. Todd McDonald, and Waleed Al-Assadi, “Using 
Hardware to Eliminate Software Vulnerabilities”, Poster Presentation, 19th Annual Colloquium for 
Information System Security Education (CISSE 2015), Las Vegas, NV, June 15-17, 2015. 

12. Miles A. Forbes* and J. Todd McDonald, “Implementing and Analyzing Circuits Based on Fully 
Homomorphic Encryption”, Poster Presentation, 19th Annual Colloquium for Information System 
Security Education (CISSE 2015), Las Vegas, NV, June 15-17, 2015. 

13. Joshua Poling*, J. Todd McDonald, Brad Glisson, and Todd R. Andel, “Modeling Exploits within 
Android’s Permission Acceptance”, Poster Presentation, 19th Annual Colloquium for Information 
System Security Education (CISSE 2015), Las Vegas, NV, June 15-17, 2015. 

14. Charles Hubbard*, J. Todd McDonald, Todd R. Andel, Jordan K. Shropshire, and Samuel H. 
Russ, “Data Collection for Cyber Anomaly Event Detection”, Poster Presentation, 19th Annual 
Colloquium for Information System Security Education (CISSE 2015), Las Vegas, NV, June 15-17, 
2015. 

15. Brenner Sweat Jr.*, J. Todd McDonald, Todd R. Andel, Samuel H. Russ, “Characterizing 
Obfuscation of Abstract Properties in Polymorphic Circuit Variants: When does polymorphism 
become obfuscation?”, Poster Presentation, 19th Annual Colloquium for Information System 
Security Education
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B.3
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B.3.b  Professional Service 
 
Visiting Professor, Summer 2012, Oak Ridge National Laboratory, Higher Education Research 
Experiences
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Program Committee, 9th International Conference on Availability, Reliability and Security (AReS 
2014), 8th - 12th September, 2014, Fribourg, Switzerland. 
Program Committee,  9th International Conference on Cyber Warfare & Security (ICCWS), 24-25 
March, 2014, West Lafayette, Indiana, USA.  
Program Committee, 8th International Conference on Availability, Reliability and Security (AReS 
2013), September 2nd - 6th, 2013, University of Regensburg, Germany.  
Program Committee, International Conference on Advanced Computing, Networking and Security 
(ADCONS 2013), 15th - 17th December 2013, NITK Surathkal, Mangalore. 
Program Committee, 4th International Conference on Ambient Systems, Networks and Technologies 
(ANT-2013), Systems Security and Privacy Track, June 25-28, 2013, Halifax, Nova Scotia, Canada.  
Program Committee, 11th International Conference on Privacy, Security and Trust (PST 2013), July 10-
12, 2013, Tarragona, Catalonia.  
Program Committee, 8th International Conference on Information Warfare (ICIW-13), Regis University, 
Denver, Colorado, USA, 25-26 March 2013.  
Program Committee, The 50th ACM Southeast Conference (ACMSE), March 29-31, 2012, Tuscaloosa, 
Alabama. 
Program Committee, 5th International Conference on Information Warfare (ICIW-10), 8-9 April, 
WPAFB, OH. March, 2010.  
Program Committee and Session Chair, 4th International Conference on Information Warfare (ICIW-
09), Cape Town, South Africa. March, 2009. 
 
Session Chair, Technology and Security Track, 3rd International Conference on Information Warfare and 
Security (ICIW-08), Omaha, NE. April, 2008.  
 
Program Chair, Graduate Computer Science (GCS), Department of Electrical and Computer 
Engineering, Air Force Institute of Technology, WPAFB, OH. 2008 – 2010. 
 
Reviewer, 

http://www.ares-conference.eu/conference/
http://www.ares-conference.eu/conference/
http://academic-conferences.org/iciw/iciw2014/iciw14-call-papers.htm
http://www.ares-conference.eu/conf/
http://www.ares-conference.eu/conf/
http://adcons.nitk.ac.in/
http://adcons.nitk.ac.in/
http://cs-conferences.acadiau.ca/ant-13/
http://cs-conferences.acadiau.ca/ant-13/
http://unescoprivacychair.urv.cat/pst2013/index.php?m=cfp


https://acis2015.unisa.edu.au/
http://time-e.org/
http://time-e.org/
http://inagentsys.org/inagentsys2014/
http://icc2013.ieee-icc.org/index.html
http://iccsii.org/
http://ica-itb.org/
https://ica-itb.org/
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B.3.c Consulting 
 
2008 – 2009 Subject Matter Expert/Non Advocate Review, B-2 Air Vehicle Division AFMC 326 

AESG/VA 
2007 – 2009 Requirements Working Group Chairman, Cybercraft Research Project, AFRL/RIGA   
Oct 2007 Requirements Working Group Session Leader, Cybercraft Fall 2007 Workshop, Rome, 

NY 
 
B.3.d Summer Camps 
 
June 2015 Co-director, GenCyber - Cybersecurity and Information Assurance Summer Camps 

(CIASC), NSF Award DGE-1303384: Capacity Building for Information Assurance and 
Cybersecurity, Mobile, AL. 

June 2016 Co-director, GenCyber - Cybersecurity and Information Assurance Summer Camp 
(CIASC), NSA Grant H98230-16-1-0273, Mobile, AL. 

June 2017 Director, GenCyber - Cybersecurity and Information Assurance Summer Camp (CIASC), 
NSA Grant H98230-17-1-028, Mobile, AL. 

June 2018 Director, Davidson High School Computing Camp, Mobile, AL. 
 
B.3.e Tutorials/Workshops 
 
June 2013 “Reverse Engineering”, Hands-On Workshop, given at 17th Colloquium for Information 

Systems Security Education (CISSE 2013), Mobile, AL, June 2013. 
 
B.3.f Invited Talks 
 
Mar 2019 “Anomaly Detection in Diverse Data Domains Using Non-linear Methods”, Research 

Colloquium, College of Engineering, University of South Alabama. 
Nov 2018 “Hardware-based Protection from Man-at-the-end Attacks”, IEEE Section, Mobile, AL. 
Oct 2014 “Cyber Security Education and Scholarship Programs at University of South Alabama”, 

University of Nebraska-Omaha, Omaha NE, Oct 6, 2014. 
May 2013 “Theorem-Based Epileptic Seizure Prediction”, USA Medical Center, Department of 

Neurology Grand Rounds, University of South Alabama, Mobile, AL, May 28, 2013. 
Mar 2013 “Cyber Security”, CFITS Information Assurance Speaker Series, School of Computing, 

University of South Alabama, Mobile, AL, Mar. 20, 2013. 
Apr 2012 “Training Cyber Warriors”, Keynote Speaker, Computing Day, School of Computing, 

University of South Alabama, Mobile, AL, Apr. 26, 2012.  
Feb 2012 “Framing research for software exploitation and protection”, Department of Computer 

Science Colloquium, Louisiana Technical University, Rustin, LA, Feb. 17, 2012.  
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Jun 2008 “Opportunities for AFIT Research and Partnership”, Kittyhawk Week, sponsored by Air 
Force Research Laboratory, Sensors Directorate (AFRL/RY) and Kittyhawk Chapter of 
the Association of Old Crows (AOC),  Fairborn, OH
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Appendix A:  Students Advised and Committee Membership 
 
Doctoral Students Advised / Committee Chair (5 Completed / 5 In Progress): 

1. Luckett, P.H. 
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Chair, Honors Undergraduate Thesis Students: (2 Completed/1 In Progress) 
1. Clark, Rebecca. Side Channel Detection of Malicious Software using Nonlinear Phase Space 

Analysis, in progress. 
2. Stroud, Trinity. Efficient and Secure Deterministic Polymorphic Circuit Generation for Program 

Protection, Grad: May 2021. 
3. Fornoff, C. Robert. Integrating Computer Science Learning in K-12 Education through Digital 

Media Software, Grad: May 2013. 
 

Honors Undergraduate Thesis Committee Membership: (4 Completed / 0 In-Progress) 
1. Mesler, Mason. Automobile Digital Forensics, University of South Alabama, Grad: May 2018. 
2. Maynard, Jacob. Evaluation of the Delivery Algorithm for a Simulated Train Environment, 

University of South Alabama, Grad: May 2017. 
3. Hicks, Ellis. Using Artificial Intelligence and Robotics to Explore Educational Possibilities with a 

Slot Car Racetrack, University of South Alabama, Grad: May 2015. 
4. Poirson, Patrick. Multimodal Deep Learning, University of South Alabama, Grad: May 2015. 

 


	Curriculum Vitae:  Jeffrey Todd McDonald

